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Step 1. Load the ID.me Avuthenticator
Application on your Smart phone or
tablet




ID.me Authenticator Application and Code Generator

* Before you begin the ID.me enrollment process -

ID.me Authenticator

* You must have a smart phone or tablet with a ©
functioning camera and browser. You must download e
1Dy

the ID.me Authenticator application from the
application store on your smart device.

* This will be the 2 Factor Authentication device

used to generate the OTP (One time passcode)

for signing electronic CS prescriptions.

Copyright ©2019 Veradigm™ | All rights reserved o 3



Step 2. Create your Basic ID.me
Account
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Place holder for screenshots from erx
Pop vp
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NOTE: The Username and Password are the same as your eprescribe login and
password.

& Allscripts:

Forgot Password @
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= Allscripts®

CSP Accounts

CSP Name CSP Account Name CSP Account ObjectiD CSP Account | Management
LOA Site
ID.me d6dbb6d2737c4870928da017d62009b3 | 560eb6ab-8dff-4693-a753- Level of None
37fe86b9dalc Assurance 3

Connect to ID.me ‘
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Click “Sign Up” to create your ID.me Account

Or

Login to your existing Id.me account
if you have previously created one.

ID.me + =% Allscripts’

Sign II’l or sign up for an account

Email

Password

Forgot Password

Or sign in with
”~ 4 .
f Facebook «7 Google 1N Linkedin

View more login options >
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Enter your individual email address and create a password to
sign up for an ID.me account.

* Group or shared emails are not allowed.
* Your email address will be your username to login to ID.me

Go to the inbox for the email address that you provided
during sign up, and then click Confirm

your emadil in the email from ID.me.

ID.me + =% Allscripts’

Sign U p or sign into your account

Email
Password

Confirm password

| laccept the ID.me terms of service and privacy policy

Or sign inwith

f Faceboak {5 Googe in Linkedin

View more sign up options >
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ID.me

Canfirm your email address

<

‘ P drit Clci TPk Bl Dok 0 10

P s il

Wi ddd Bkl digh v

PLLEN] CONRRLY

Ebi BilisvRd Naii §

ID.me + # Allscripts

Your email has been confirmed!

Thank you for confirming your ema

PLEASE RITURN TO THE OTHIR BROWSIR WINDOW
OR TAD TO CONTINUE WITH ALLSCRIPTS

Whatis IDme? | Terms of Service | Privacy Policy
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ID.me + = Allscripts’

SECURE YOUR ACCOUNT

Add an extra layer of security to your account. With
2-factor authentication, even if somecne guesses
your password, they won't be able to sign in as you.

Choose an option below to setup
2-factor authentication.

Code Generator
Use an authenticator app (like Google
Authenticator) to generate a single-use

cade for signing in
Select

Na | don't want to secure my account at this time
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Access the ID.me app
On your smart device

Click the + sign in
The upper right

Allow the application
To access your phone

ol Gietzh 2

a0 AN

ID.me

|Dure Authenticator hedps yau £ign in
securaly to your IDbma Account

)|

o

<]

Approse Push Motifications
ol EIRT A - A ApfECe
v il s Allers ande i
L SECTAN ref passeond on

L Lo

Use as a Code Generalor
his app can ba weed as a code
el 0 Crels B-oigil Tire
Barsid D Tirmes Passsdnicls [TOTF)
s [or o 2-1
To enrd |, elck L

For more information or assistance, dick here

"D.ma" Wiould Like to
Access the Camera

1. mee Austharticnnor will use your

camera tn enmil aoccurts using QR ar

Har codes.

Don't Allow
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2 FA Cont

SECURE YOUR ACCOUNT —— e = ID.me + = Al|scr|pt5‘
o Edit ID.me + =
Scan the barcode | codegeneator |

Open a code generator app like ID.me

2. Enter the 6 digit 299 656 °

1. Scan the barcode

SECURE YOUR ACCOUNT

phone or tablet and scan the QR code below

ch.michasl@i0.me "?} Confirm your device

Click "Continue” once you have successiully

Code to confirm your e e

Please check your code generator app and enter
thg B-Chgit code 10 ComPIoio SECURNG your

account.

Device.
NOTE: the one time
Password refreshes in

Enter the 6-digiht code

I

AL Wy 1 M
T
If you aro unable to scan the QR code, enter the [ ]
below code manually in your phone's app | Go back Continue -

LAAKEDMGRIQM33CW

30 seconds

What is IDmo? | Torms of Sarvico | Privacy Policy

. . Go back Continue
3. Click “Continue” == .
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Your account is now secure.
Click “Continue” to generate
A recovery code.

Download and save the
Recovery code in a “safe
Place”.

This will be needed in the
Event you lose or no longer
Have access to your smart
Device.

ID.me + # Allscripts

YOUR ACCOUNT IS NOW SECURE

o

You've completed the
2-factor authentication setup.

Continue
—

What is ID.me? Terms of Service Privacy Policy

ID.me + % Allscripts’

SECURE YOUR ACCOUNT

=3

Save your recovery code

I casa you @ver losg your phong of trusted
device, you will need a recovery code o access

YOUr account

Please print, write down or download a
copy of this code

IDME-66LH-PTGF-2535

| have copied the recovery code

Remind me lates

Wit |s IDUme? | Torms of Sordon | Privacy Policy
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Step 3. Start Identity Proof for LOA 3
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Verify your Ildentity

ID.me + % Allscripts’

Choose a method to verify your VERIFY YOUR IDENTITY

° There are several opticns fog you 10 varify your
I d e nTITy: Identity and this process only takes a few minutes

You'll only need 1o venfy your identity onco.

We'll nead your poimissicn to use detalls from
your credit profile and other public sources to

warily wour identity. Don't worny, this won't affect

Use State Drivers License or
Chooso a verification method
State ID card.
E-E Upk:-.m |!||'|E|'Il5‘$. of YU BCGRSE OF state 1D
Upload a photo of your

Passport (o

Upload your Passport Card

1
-

Upload a photo of your passport
Upload & photo of your passport and ¢nios
WOLT S0CIal Sacurty number, Than wall

Answer questions about your
Credit history

&

@=| Upload pholos of your passport card
Upload pholos of your passport card and
ST VOUr Sockal Secunity numbe:, Then
w1l CONTIEM yaur ientity with pubilic
roCoHds
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Verify with your Drivers License or State

For identity proof purpose, you

° ° ch- + &% Allscripts:
Will need a mobile phone et i

that can receive text messages and e e

Choose how to submit photos

Upload your photo.

In arder to werify your identity,. please moka sura:

nee is up-to-dato

The phone should be registered in
Your name.

Enter your mobile phone number
And click “Continue”

ID.me +

# Allscripts

VERIFY WITH YOUR DRIVER'S LICENSE

Take photos with your phone

SNler your mo

NON0 PUMDEr, and wo'll Text you
k to take photos of youw

dnver s icense

Enter your mobile phone number

=. +] (878) 454-3254

What i 1ID.ma? Torrry
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Enter your phone number

Check your phone for a text message.

IDmE. ¥ Allxripts' @ Authentic_. wil T 119 PM 7 -
14 837-402>
Click the “link™ in your text message. o Today 115 P

This message is
from ID.me. Please
click the following
link to upload a
picture of your ID:
https://
verify.id.me/en/
confirm-phone/

We sent a text message to
(878) 454-3254, C1EfOnuf

laasa click the link in the toxt messano and

This screen will outomatically refresh once
your phobtos are recelyed,

C oA (1)
- P O®0 - @
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Take a photo with your phone

Click “Choose File”

Select “Take Photo” to open your phones
Camera.

—

Take Photo

Photo Library

Browse
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Take a photo with your phone

Click the + symbol then ID.me + # Alscripts
take a photo of the front Takeporos o vous
of your state ID N
2=] .
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Take a photo with your phone

ID.me + # Allscripts:

Click “Continue with this photo”

TAKE PHOTOS OF YOUR
DRIVER'S LICENSE

Or

Retake the photo if needed.

Continue with this photo

Retake this photo
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Take a photo with your phone

Click the + symbol ID.me + # Allscripts
To take a phOto Of TAKE PHOTOS OF YOUR

DRIVER'S LICENSE

The back of your
Photo ID.
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Take a photo with your phone

1 ké H M ID.me + & Allscripts ID.me + # Allscripts
Click “Continve with P
[ ] i
D @ [ 2]
T h I s p h Oio. TAKE PHOTOS OF YOUR e s e
DRIVER'S LICEMSE
DRIVER'S LICEMSE

If the photos look good
Click “Look Good”

| Retake this photo l ‘
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Take a photo with your phone

It may take a few seconds

ID.me + # Allscripts ENTER YOUR SOCIAL
SECURITY NUMBER

To upload your ID photos.

writy mumber is reeded to

&: ral mformation without your permizsion
Enter your Social Security 7 R
Your driver's license
Number. was uploaded

Click in the social Security Number field

This is required to complete

What is ID.mo? Termns of Servico Priwacy Pokcy

Identity proofing
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Take a photo with your phone

Confirm your information

Micidla nama HMicham

VERIFY YOUR IDENTITY Gender  Male

Click the checkbox T

Confirm yvour infarmation

Strest address 123 Main Avenue Southwest
W'l weriby the mformation you've entered wih
details from vour credit profile City  AryCityMName
Btate &

What does this misean?

Full legal name

First marme Coluks

Mucidle mame Hichand

T Dhiens

Birth date OB/ B0/ 1572

Current h

Sirmat gociegs 173 Mmin dusnus Soutbwest
City AryCityName Hack
Etaka A
Zipcode 1NN Whatis Il | Terms of Sircvice: | Privacy Pelicy

Phane EDIT

Mobile phone msmber (1233 456-7890
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Verify identity complete!

ID.me + = Allscripts®

AUTHORIZE ALLSCRIPTS

Choose “Allow” to link your ID.me account Y
With your Allscripts ePrescribe account and We've verified your identity

Bafore wa sond you back o Allscripls, we nead

NaVigate bGCk to the Allscripts Security YOUur pesmidssion to share your werified dontity

nformation
I
[

CS P sc ree n ° Plaage note that only information obtaingd from

the verification process will be shared

Allsoripts will recele

& Email & Last Mame
& Frst Namo & Middle Hamae
l Deny ‘

Wou can remove this accoss at any Ume By changing your
ID.mie account settings

Copyright ©2019 Veradigm™ | All rights reserved c 26



= Allscripts’

ID.me Account Created

Yol have Sucoessiully linked wowr IDUme BCC0um o your ARCrpts Securty Accoum

CSP Acoount Name 9e35dT 14604027 DaeE 33 1054 TI0CER
CSP Accounl ObjectiD 93e35M3-11a0-4617-90492-TOTc Tacoandd
Leved of Assurance 3

Sheaid ObjectiD dr836c9-bIab-4240-876e-06253bc B0 S

Build; 3166 © 2019 Allscripls Healhcare, LLC and'or iis affiiales. AR Rights Reserved. This software is the
confidential and propaetary information of Allscripls Heaithcane, LLC and'or s amiates (neremnamer “Allscnpts
Healthcarg, LLCT) and i5 prolécied Dy rade secrel and copynghil Law. This $0ftware and a8 reélated nghls ane the
exchusiee propedy of Allscripts Healthcare, LLC. All use. modification, réproduction. relkase, perormance
@splay andior dClosure 5 govemed by the license terms of Allscnipts Heallhcare, LLC, Notice o LS
Goveinmen Users: Thes medisn and 15 conlents consuiuie "Comimercial Compuler Safwane” within the
meaning of FAR 2 101 (kovember 2007), FAR Pan 12212 (Odlober 1395), FAR 27 405-3 (November 2007 )
DFARS Part 227 202 (June 1555) and DFARS 252 227.7014 {a) {June 1595). Manutaciurér 5 Allscripls
Healhcare, LLC. 222 Merchandise Mart Plaza Suie #2024, Cmcago. IL 50654, AlSCripts Shiek is a irademark
of Alscrpts Heakncang, LLC
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